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It is noted that the successful conduct of interrogations in criminal proceedings re-
garding criminal offenses committed by organized groups or criminal organizations largely 
depends on proper preparation. Some features of preparation for interrogation of members 
of an organized group or criminal organization are shown. The most important tactical tech-
niques are given, the use of which reduces the ability of persons who have committed a 
crime to resist, contributes to the destruction of a conspiracy between suspects, ensures the 
concealment of the true intentions and goals of the investigation until a certain moment etc. 

The need to use video recording of absolutely all interrogations of members of orga-
nized groups or criminal organizations in addition to drawing up an interrogation protocol 
is emphasized 
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MODERN IT SOLUTIONS FOR ENSURING RUSSIA’S ACCOUNTABILITY 
FOR IT MILITARY AGGRESSION AGAINST UKRAINE 

The article examines the information and legal aspects of using information technolo-
gies to ensure Russia’s accountability for war crimes committed in Ukraine. The advantages 
and dangers of applying the latest technological solutions and tools actively used by 
Ukrainian law enforcement agencies to document crimes of Russian aggression are ex-
plored. It is noted that innovative solutions based on artificial intelligence, big data analysis, 
cryptography, and blockchain technologies can significantly increase the efficiency of re-
cording evidence, its authenticity, integrity, and admissibility in litigation. The main chal-
lenges regarding the legal force of digital evidence, and the processes of its verification and 
preservation while respecting human rights have been clarified. 

Directions for improving information and legal mechanisms for engaging the latest 
information technologies solutions to ensure the inevitability of punishment for Russia’s 
war crimes are proposed: creating a national repository of digital evidence; forming a uni-
fied information system of electronic evidence of war crimes; developing specialized soft-
ware systems for identifying perpetrators of crimes. The urgent need to develop, with the 
participation of international experts, unified standards for the use of IT in trials of war 
criminals is substantiated.  

It is emphasized that only coherent interaction between the legal and technological 
spheres will ensure the full use of the advantages of modern information technologies for 
the inevitable punishment of violators of international humanitarian law and for bringing 
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to justice the highest military and political leadership of the Russian Federation as the or-
ganizers of crimes in Ukraine. At the same time, fundamental human rights must not be 
restricted in any way. A comprehensive approach involving a wide range of experts in the 
fields of law and IT will help to most effectively employ the latest technological solutions in 
the interests of justice. 

Keywords: information technologies, war crimes, trial, international court, digitaliza-
tion of justice, information and legal mechanisms, digital evidence, analytical system, ac-
countability. 

Problem Statement. With the start of Russia’s full-scale invasion of Ukraine on 
February 24, 2022, the world community was faced with the challenge of documenting 
numerous war crimes and crimes against humanity committed by Russian troops on 
the territory of Ukraine. The systematic destruction of civilian infrastructure, illegal 
deportations, torture of prisoners of war and civilians, and deliberate shelling of resi-
dential areas ‒ these and other criminal actions require thorough investigation and 
recording to bring the perpetrators to justice. However, the scale of hostilities, the vast 
territory covered by the crimes, and the active phase of combat operations create un-
precedented challenges for traditional methods of documenting war crimes. There is 
an urgent need to engage modern information technologies (IT) such as satellite im-
agery, video analytics, artificial intelligence (AI), blockchain, etc., which open up new 
opportunities for rapidly documenting, analyzing, and systematizing various evi-
dence of war crimes, overcoming limitations of physical access. The proper applica-
tion of these technologies can ensure impartial recording of evidence and create a 
strong evidence base for future trials. 

The article addresses the important scientific issue of developing a methodology 
for applying the latest IT in the investigation of war crimes. This will optimize the 
documentation process, increase the reliability of evidence, and ensure compliance 
with international trial standards. The research results will be of practical significance 
for the activities of national and international law enforcement and judicial bodies in-
volved in investigating and prosecuting Russia’s crimes against Ukraine. They will 
help develop effective mechanisms for using the latest technologies to bring perpetra-
tors to justice. The relevance lies in the need to systematize knowledge about modern 
IT methods and tools used to document Russia’s war crimes in Ukraine and to study 
the regulatory and legal mechanisms for their use to hold the aggressor accountable. 

Analysis of recent research and publications. To date, there are no substantive 
scientific works that explore the use of the latest IT solutions as a mechanism to ensure 
Russia’s accountability for military aggression against Ukraine. The full-scale war is 
ongoing. Moreover, a certain amount of time is needed for an in-depth scientific un-
derstanding of this issue. However, several publications and studies partially touch 
upon this topic. The authors M. Kapustina et al. analyzed the potential of using ad-
vanced IT as a tool for effectively investigating war crimes [1]. Researchers Yu. Tymo-
shenko et al. studied the latest technological solutions in the field of crime investiga-
tion with the aim of their pilot implementation and practical testing in the conditions 
of Ukraine [2]. M. Kostenko and V. Shmyga investigated the state and prospects of 
applying IT in criminalistics [3]. R. Blahuta examined the current state and problems 
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of using the latest technologies in crime investigation [4]. S. Luchyk explored the pos-
sibilities of applying digital technologies in recording war crimes [5]. Russia’s war 
against Ukraine is unique in world history in terms of the scale of application of the 
latest technologies, including for recording and investigating crimes. There are no es-
tablished methods and cases for studying this issue. Therefore, research on the oppor-
tunities and limitations of using innovative IT to guarantee the inevitability of Russia’s 
accountability for war crimes in Ukraine is relevant. 

Statement of goals. The article aims to explore the advantages and challenges of 
using innovative technological solutions for recording and investigating Russia’s war 
crimes in Ukraine and to outline the legislative framework and regulations regarding 
the use of IT to ensure Russia’s accountability for the crime of aggression. 

Main part. The full-scale war launched by Russia against Ukraine on February 
24, 2022, has been accompanied by unprecedented war crimes and violations of inter-
national humanitarian law for the third year now. Ukrainian law enforcement agen-
cies are making tremendous efforts to record, investigate and document the criminal 
actions of Russian troops on the territory of our state. Careful collection of evidence 
and establishing an objective picture of events is critically important to ensure the in-
evitable accountability of the Russian Federation for aggression and terror against the 
civilian population. 

Investigators of the National Police of Ukraine have already documented nearly 
125,000 war crimes committed by the Russian Federation over the 2 years of full-scale 
war. These include deliberate killings of civilians; torture, inhumane treatment, rape, 
sexual violence; deliberate shelling of residential areas, civilian infrastructure; use of 
prohibited weapons; hostage-taking, unlawful deprivation of liberty of civilians; de-
portation of civilians to Frssia; looting, destruction of private property, cultural values; 
use of human shields (using civilians as living cover); deliberate attacks on sites 
marked with UN and other humanitarian organizations’ emblems; looting, robbery, 
violence against the civilian population; war crimes against prisoners of war (torture, 
insulting treatment); deliberate obstruction of civilian evacuation from dangerous ar-
eas. These various war crimes are systematically documented to bring the guilty Rus-
sian military and political leadership to justice [6]. War crimes are the most serious 
violations of international humanitarian law, for the commission of which not only the 
direct perpetrators but also their commanders are held responsible [7]. 

The number of cases regarding war crimes is constantly increasing, as law en-
forcement officers continue to record new episodes of Russia’s military aggression in 
the de-occupied territories. Investigating these crimes requires a colossal amount of 
work in collecting evidence, interviewing witnesses, and analyzing video and photo 
materials. Conducting such large-scale investigations is unprecedented and requires 
the engagement of the latest IT, international cooperation, and financial assistance. To 
identify individuals involved in committing war crimes on the territory of Ukraine, 
employees of the National Police are using a wide range of advanced innovative tech-
nological solutions and tools. Among them [8]: 



ISSN 2786-9156. Вісник ЛННІ ім. Е. О. Дідоренка. 2024. Вип. 2 (106) Ч. 1 

 

183 
 

1. Facial recognition systems contain giant databases with over 30 billion images 
collected from open sources on the internet. These software systems allow identifying 
potential perpetrators by comparing their photographs with arrays of visual data. 

2. Specialized software tools for searching and verifying the accounts of sus-
pected criminals on popular social networks. In particular, tools such as Clearview for 
identifying accounts by photos and Artellence for verifying social media profiles are 
used. 

3. Satellite communication technologies, as well as analytical systems for pro-
cessing video and photo materials obtained from seized mobile devices, video surveil-
lance cameras, including the “Safe City” system, etc. 

4. OSINT (Open Source Intelligence) methods for collecting, analyzing, and us-
ing open photo, video, and text data from the internet to detect signs of criminal activ-
ity. 

5. The interagency unified database “War Crime”, was created by specialists of 
the National Police. It contains information about over 550,000 potential war criminals, 
details of offenses committed by them, and collected evidence related to Russia’s 
armed aggression against Ukraine. 

Access to the “War Crime” subsystem has been provided to all Ukrainian secu-
rity forces and defense agencies. This is an unprecedented case of interagency consol-
idation to administer justice over the aggressor country in national and international 
judicial instances. There is also an active exchange of relevant data with Europol, Eu-
rojust, and other international partners assisting Ukraine in investigating war crimes 
[8]. 

In addition to the technological tools mentioned above, Ukrainian criminolo-
gists, together with their foreign colleagues, are also using other advanced means: un-
manned aerial vehicles to record the consequences of missile strikes, modern 3D scan-
ners to create detailed spatial models of crime scenes, rapid DNA analyzers for quick 
identification of individuals by genetic material. 

During the investigation of Russia’s war crimes in Ukraine, law enforcement 
agencies have conducted hundreds of thousands of site inspections, searches, investi-
gative experiments, interrogations, and other necessary procedural actions. Combined 
with the use of the latest technologies, evidence has been collected to bring over 2,400 
charges, about half of which have already been sent to court [8]. Ensuring that all col-
lected evidence meets international standards is a priority, so that it can be used in the 
future to convict Russian war criminals in national courts, as well as to bring the high-
est political and military leadership of the Russian Federation to criminal responsibil-
ity in international courts and ensure payment of reparations to Ukraine for the dam-
age caused [9, 10]. 

Ukraine is actively implementing and using advanced technological solutions 
for the systematic documentation, investigation, and accountability of war crimes 
committed by Russian forces. Unlike previous armed conflicts, where attention was 
focused mainly on crimes against the physical integrity of people ‒ killings, injuries, 
attacks, and humiliations, in the context of modern warfare, the Office of the Prosecu-
tor General of Ukraine considers a wider range of war crimes. In particular, cases of 
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sexual violence, and crimes against the environment, such as damage to nuclear facil-
ities, destruction and pollution of the environment, which will have long-term nega-
tive consequences for the health of Ukrainians for many generations, are being actively 
investigated. Cyber attacks are also being studied in the context of their qualification 
as war crimes. 

One of the most difficult tasks is identifying specific individuals who committed 
crimes. In such cases, the latest IT is often the only effective tool. During investigations, 
technological solutions from Palantir for big data analysis, as well as Microsoft tools 
for voice recognition, are actively used, for example, in cases of incitement to genocide 
or aggression. These are unique tools that help comprehensively analyze and properly 
record the evidence base. AI-based technologies are involved in processing hundreds 
of terabytes of video and photo materials. The use of the latest technologies makes it 
possible to identify perpetrators and collect all the necessary evidence for subsequent 
fair trials. The development of such technological tools is important not only for iden-
tifying criminals but also for preventing the loss of evidence on which charges can be 
based [11]. 

The Ministry of Digital Transformation of Ukraine has created a series of chat-
bots for crowdsourcing and corroborating evidence of probable war crimes. Digital 
tools have been developed to enable citizens to document damage to their homes. Fa-
cial recognition software is being used to identify Russian soldiers in photographs. 
New tools have been introduced that help users add geotags and timestamps to vid-
eos, which can help authorities hold the perpetrators accountable. Official chatbots 
and websites classify different types of war crimes and human rights violations. All 
information is stored in a centralized database created by the Office of the Prosecutor 
General of Ukraine [12]. 

The use of digital tools in the combat zone has great potential for quickly collect-
ing evidence of war crimes, ensuring their authenticity and integrity through crypto-
graphic methods. The availability of powerful smartphones and other gadgets to 
many civilians allows them to record photo and video evidence of violations directly 
at the scene. These materials can be promptly transmitted to human rights organiza-
tions and investigators for investigating crimes. The use of specialized software makes 
it possible to overlay digital timestamps, geolocation metadata, and cryptographic 
hashes on the collected files. This increases the reliability of evidence and protects it 
from further changes or manipulation. Digital blockchains can be used to create an 
immutable timestamped ledger that records and stores all evidence in a distributed 
repository. This prevents the loss or substitution of evidentiary information. Ad-
vanced public-key cryptographic technologies enable the formation of secure digital 
signatures for authenticating the source of evidentiary materials. Cloud services and 
distributed networks provide backup storage of digital evidence in different locations, 
minimizing the risk of its loss or destruction. Digital tools help avoid chain of custody 
issues typical for physical materials. Cryptographically proven authenticity and trans-
parency of origin significantly increase the legal force of digital evidence when prose-
cuting war crimes [13, 14]. 
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The use of IT for documenting war crimes is regulated by several international 
and domestic legislative acts. The Geneva Conventions of 1949 [15] and the Additional 
Protocols to them of 1977 [16] establish general norms for the protection of victims of 
armed conflicts and regulate the use of certain methods and means of warfare. The 
Statute of the International Criminal Court defines the jurisdiction and powers of the 
ICC to investigate and prosecute war crimes [17]. Some UN Security Council resolu-
tions call on states to use appropriate technologies to record violations of international 
humanitarian law [18]. The UN Guiding Principles on Collecting Digital Evidence pro-
vide recommendations on the proper collection, storage, and exchange of digital data 
in investigations [19]. 

Ukrainian legislation also provides for legal norms regarding the use of IT for 
building an evidentiary base of war crimes. The Criminal Procedural Code of Ukraine 
regulates the procedure for collecting, recording, and using evidence, including that 
obtained through information technologies [20]. The Law “On Combating Terrorism” 
provides for the use of the latest information and telecommunication systems to coun-
ter terrorism [21]. Order No. 298 of the Office of the Prosecutor General of Ukraine 
defines the procedure for documenting war crimes committed by the Russian Feder-
ation, including the use of geoinformation systems and other IT tools [22]. In addition, 
Ukraine is actively cooperating with international organizations and private IT com-
panies to involve the latest digital solutions based on AI, big data analysis, etc. Stand-
ards and protocols for collecting and using digital evidence in investigations are being 
developed. 

Ukrainian legislation provides for comprehensive measures for the wide in-
volvement of the latest IT in the processes of investigating and documenting Russian 
aggression, which is part of the overall digitalization of justice: 

‒ creation of the Unified Register of Pre-Trial Investigations of War Crimes ‒ a 
centralized electronic database to accumulate all information about the facts, locations, 
participants, and circumstances of war crimes committed by the Russian Federation 
on the territory of Ukraine [22];  

‒ formation of the Unified Information System of Electronic Evidence of War 
Crimes, which should ensure the collection, processing, storage, and exchange of dig-
ital data between all involved law enforcement agencies [23];  

‒ development and implementation of specialized software systems and data-
bases for automated identification of perpetrators of war crimes based on analysis of 
video, photo, audio, and biometric data;  

‒ regulation of the use of the latest geoinformation systems, unmanned aerial 
vehicles, and high-resolution satellite imagery to record the destruction of civilian in-
frastructure;  

‒ establishment of interagency and international cooperation in the exchange of 
digital evidence of war crimes, ensuring its proper preservation and protection from 
unauthorized access;  

‒ creation of a national repository of digital evidence of war crimes with a high 
level of protection for their long-term storage and use in future trials;  
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‒ expanding the capabilities of expert institutions to conduct various types of 
information technology expertise of digital materials in cases of war crimes. 

The application of digital technologies for recording and investigating war 
crimes undoubtedly opens up new opportunities, but it also poses certain challenges 
related to the legal force of such evidence, its proper recording and verification, as well 
as ensuring the right to a fair trial. In particular, digital evidence collected using the 
latest technologies may raise doubts about its authenticity, integrity, and reliability of 
origin. Clear standards are needed to ensure a proper chain of custody and the ability 
to confirm the authenticity of each piece of evidence [11]. 

The development of transparent and unified protocols for methods of collecting, 
processing, storing, and transferring digital evidence is necessary. This will minimize 
the risk of accidental or intentional damage or forgery. The verification process must 
guarantee the absence of manipulation with evidence. 

The use of digital technologies must not violate fundamental human rights, in 
particular the right to a fair trial. It is necessary to ensure compliance with the princi-
ples of impartiality, equality of parties, the right to privacy, etc. when using IT tools 
for collecting evidence. 

Considering these challenges, it is extremely important to develop unified inter-
national standards and regulations for the use of IT in judicial proceedings for the 
prosecution of war crimes. Such standards should cover: 1) requirements for the col-
lection, recording, storage, and transfer of digital evidence using cryptographic pro-
tection and means of authentication; 2) procedures for verifying evidence and estab-
lishing its reliability and proper origin; 3) regulations for the submission of digital ma-
terials in courts, adhering to the principles of a fair trial; 4) issues of personal data 
protection and confidentiality when using IT systems for evidence; 5) unified require-
ments for software and hardware involved in the processing of digital evidence. The 
development of such international standards should involve experts from IT, foren-
sics, judicial bodies, and human rights organizations. Only a comprehensive approach 
will ensure the proper use of the advantages of modern technologies in the process of 
prosecuting the most serious crimes without violating human rights. 

Against the backdrop of unprecedented use of cutting-edge technologies for 
committing and concealing war crimes, improving information and legal mechanisms 
becomes a guarantee of the inevitability of punishment for violators of international 
law. Only coordinated interaction between the legal and IT spheres will ensure adher-
ence to the principles of justice and human rights. 

Conclusions. The paper explores the advantages of using the latest IT for effec-
tive documentation and investigation of war crimes committed by Russia in Ukraine. 
The application of innovative AI-based solutions, big data analysis, cryptography, 
blockchain technologies, etc. significantly increases the efficiency of evidence record-
ing, its authenticity, and integrity. This creates a strong evidentiary base for future 
trials. The main challenges regarding the legal force of digital evidence, and the pro-
cesses of its verification and preservation while respecting human rights are outlined. 
The urgent need to develop international standards and regulations for the use of IT 
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in documenting war crimes is identified. The current international and national legis-
lation regulating the use of IT in the processes of investigation and prosecution of 
crimes of aggression is analyzed. The set of measures for the digitalization of judicial 
proceedings implemented in Ukraine is highlighted. Directions for improving infor-
mation and legal mechanisms for engaging the latest IT solutions to ensure the inevi-
tability of punishment for Russia’s war crimes are proposed. Among the key pro-
posals: are the creation of a national repository of digital evidence, the formation of a 
unified information system of electronic evidence of war crimes, development of spe-
cialized software systems for identifying perpetrators of crimes. It is established that 
only close cooperation between the legal and IT environments, and comprehensive 
implementation of technological innovations in compliance with international stand-
ards, will be able to ensure effective prosecution of the Russian Federation for military 
aggression against Ukraine. Further improvement is required for the legal acts regu-
lating the use of IT for documenting war crimes. This will provide proper legal guar-
antees for holding the aggressor country accountable for crimes committed during the 
war against Ukraine. 

Further directions of our research will be to study the issues of introducing pos-
sible amendments to the procedural codes (criminal, civil, etc.) to clearly define the 
procedure for collecting, recording, storing, and using digital evidence in court pro-
ceedings; develop special legislative acts that will regulate the admissibility of various 
types of digital evidence, requirements for their authenticity and integrity; implemen-
tation of international standards and best practices for using IT in the processes of 
documenting war crimes into national legislation. 
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СУЧАСНІ ІТ-РІШЕННЯ ДЛЯ ЗАБЕЗПЕЧЕННЯ ВІДПОВІДАЛЬНОСТІ 
РОСІЇ ЗА ЇЇ ВІЙСЬКОВУ АГРЕСІЮ ПРОТИ УКРАЇНИ 

 
У статті досліджено інформаційно-правовий аспект використання інформацій-

них технологій для забезпечення відповідальності росії за воєнні злочини, скоєні в 
Україні. Досліджено переваги та небезпеки застосування новітніх технологічних 
рішень та інструментів, що активно використовуються українськими правоохорон-
ними органами для документування злочинів російської агресії. Зазначено, що інно-
ваційні рішення на основі штучного інтелекту, аналізу великих даних, криптографії 
та технологій блокчейн можуть значно підвищити оперативність фіксації доказів, їх 
автентичність, цілісність та допустимість у судочинстві. З’ясовано основні виклики 

https://www.ombudsman.gov.ua/uk/zhenevski-konvenciyi-pro-zahist-zhertv-vijni-1949-roku
https://www.ombudsman.gov.ua/uk/zhenevski-konvenciyi-pro-zahist-zhertv-vijni-1949-roku
https://zakon.rada.gov.ua/laws/show/
https://www.un.org/
https://zakon.rada.gov.ua/laws/show/
https://zakon.rada.gov.ua/laws/show/638-15#Text
https://zakon.rada.gov.ua/laws/show/v0298905-20#Text


ISSN 2786-9156. Вісник ЛННІ ім. Е. О. Дідоренка. 2024. Вип. 2 (106) Ч. 1 

191 

щодо юридичної сили цифрових доказів, процесів їх верифікації та збереження в 
умовах дотримання прав людини.  

Запропоновано напрями вдосконалення інформаційно-правових механізмів за-
лучення новітніх ІТ-рішень для забезпечення невідворотності покарання за воєнні 
злочини росії: створення національного сховища цифрових доказів; формування 
єдиної інформаційної системи електронних доказів воєнних злочинів; розробка 
спеціалізованих програмних комплексів для ідентифікації виконавців злочинів. 
Обґрунтовано нагальну необхідність розробки за участі міжнародних експертів 
уніфікованих стандартів застосування ІТ у судових процесах над воєнними зло-
чинцями. Наголошено, що лише злагоджена взаємодія правової і технологічної сфер 
забезпечить повноцінне використання переваг новітніх ІТ для невідворотного пока-
рання порушників норм міжнародного гуманітарного права та притягнення до 
відповідальності вищого військового й політичного керівництва рф як організаторів 
злочинів в Україні. При всьому жодним чином не повинні бути обмежені основопо-
ложні права людини. Комплексний підхід із залученням широкого кола фахівців га-
лузей права та IT допоможе максимально ефективно задіяти новітні технологічні 
рішення в інтересах правосуддя. 

Ключові слова: інформаційні технології, воєнні злочини, судовий процес, мі-
жнародний суд, цифровізація судочинства, інформаційно-правові механізми, циф-
рові докази, аналітична система, притягнення до відповідальності. 
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РОЗВІДКА У КРИМІНАЛІСТИЦІ Й ОПЕРАТИВНО-РОЗШУКОВІЙ 
ДІЯЛЬНОСТІ 

Статтю присвячено аналізу сучасного стану адаптації зарубіжної термінології 
щодо кримінальної розвідки до вітчизняної наукової доктрини криміналістики й 
оперативно-розшукової діяльності. Визначено основні напрями впровадження де-
яких галузей кримінальної розвідки в теорію і практику кримінального розсліду-
вання. Зауважено, що в нинішніх умовах значення методів пошуку й аналізу інфор-
мації в різних її джерелах і масивах постійно зростає. Широкомасштабна військова 
агресія проти України, яка досі триває, ще більше актуалізувала потребу застосу-
вання новітніх пошукових засобів і методів задля розслідування пов’язаних із війною 
кримінальних правопорушень, встановлення жертв війни, розшуку осіб, які вчинили 
тяжкі злочини в умовах конфлікту. Зазначено, що у вітчизняній системі наук кримі-
нально-правового циклу виникають труднощі, пов’язані з теоретичним обґрунтуван-
ням і практичним впровадженням розвідувальних інструментів у практику криміна-
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